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1 INTRODUCTION

1.1 This document sets out the safer gambling requirements and the Gambling Commissioner’s
expectations of the Gibraltar remote gambling sector, which bears the weight of the gambling sector
within Gibraltar.

1.2 The protection of consumers, in particular those who may be considered vulnerable is one of
the regulatory objectives of the Act and underscores the importance of compliance with the
requirements enumerated in this Code. It is also one of the Threshold Conditions which licence holders
or prospective applicants must demonstrate will be met and maintained.

1.3 It is intended to be guidance to the Gibraltar gambling sector in respect of the social
responsibility and safer gambling requirements of the Gambling Act 2025. It is the first Safer Gambling
code of practice issued under the Act. The code represents the Gambling Commissioner’s informed
and considered opinion, drawn from good practice within and outside Gibraltar and the gambling
industry. The attention paid to safer gambling within the sector has been on the increase for several
years now and the issuing of a discrete safer gambling code of practice signals the increased
importance being placed by the Commissioner on ensuring licence holders are compliant with the
relevant standards. There are therefore prescriptive provisions contained within this Code which must
be followed by Remote B2C gambling operators, nevertheless, the Commissioner does not consider
that these represent a significant departure from practices already being employed by licence holders.
The use of “must” or “shall” indicates a mandatory provision; the word “should” indicates guidance
and examples of good practice, the achievement of which may differ between licence holders.

1.4 The purpose of the Gibraltar Safer Gambling Code is to establish risk-based safer gambling
principles to assist in regulating the Gibraltar gambling sector. These principles have, in part, been
formed with the intention of offering a degree of flexibility for Gibraltar regulated operators to be able
to define the most efficient way for their business to meet the required outcomes. There are some
baseline mandatory provisions included herein relating to core protections such as age verification,
safer gambling tools, monitoring and interactions and these are provisions which must be adhered to
by licence holders.

1.5 Certain provisions of this Code are supported by more granular technical requirements
contained within the Remote Technical and Operating Standards (“RTOS”). Compliance with the
requirements of this Code should therefore be considered together with the relevant provisions of
the RTOS.

1.6 This Code has been approved by the Minister for Gambling pursuant to Section 13 of the Act
and may be taken into account in any proceedings before a court or in any matter determined by the
Licensing Authority.

1.7 Licence holders are required to comply with any rules, guidance or codes of practice made
under S.13 of the Act and any breach may be used by the Authority or Commissioner as grounds for
taking action in respect of a licence holder as permitted by the Act.
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2 OPERATOR SYSTEMS AND CONTROLS

2.1 Governance & Compliance Arrangements

2.1.1 Licence holders are required to have a Regulated Individual in charge of their safer gambling
policies and procedures (“Head of Safer Gambling”). This must be a senior manager with direct
communication lines to the Board if not a member of the Board themselves. There must also be a
board-level appointee responsible for safer gambling policy and procedures if the Head of Safer
Gambling is not a board member. The Safer Gambling team must be adequately staffed in accordance
with the nature and the size of the business and the Head of Safer Gambling must have effective
oversight over the workings of the team to ensure that policies and procedures are being implemented
adequately. Licence holders must clearly document the Head of Safer Gambling’s relationship to the
board and operational functions.

2.1.2 Licence holders should give consideration to setting up a committee, if they have not already
done so, to discuss all safer gambling concerns, in particular as to whether intervention is required in
respect of any customers displaying potential markers of harm. This committee could meet on an ad
hoc basis as the need arises or in accordance with documented policies and procedures which
determine the regularity in line with the size and nature of the business. This function may be part of
the wider risk management and governance framework and may run alongside or as part of a
committee also considering customer due diligence and anti-money laundering.

2.2 Policies & Procedures

2.2.1 Licence holders must have safer gambling policies and procedures in place to prevent
underage gambling, to provide relevant information to the public and customers, to monitor and
assess the risks of any customers coming to gambling related harm and to intervene in an appropriate
manner.

2.2.2  As highlighted in the Code of Practice — Regulatory Objectives & Threshold Conditions
document, the Commissioner expects these to be a set of written documents that are readily
examinable when required. These policies and procedures must cover the following aspects: the
verification of the customer’s age; making it clear to the public that gambling under the minimum age
is an offence; periodically reviewing age verification systems and ensuring that these remain up-to-
date and fit for purpose; ensuring that relevant staff are trained in the use of a licence holder’s age
verification systems, in identifying potential markers of harm and in appropriate safer gambling
interventions as and when necessary.

2.2.3  Policies and procedures will be examined in the course of the Gambling Division’s supervisory
activity to ensure they meet required standards, as will their effectiveness and consistent application
in respect of the licence holder’s engagement with customers.
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2.3 Risk Assessment

2.3.1 The Gambling Commissioner supports a risk-based approach which incorporates operators
carrying out their own risk assessment of safer gambling risk, putting in place control measures to
reduce that risk to the lowest practicable level (considering factors such as time, cost and resources
in proportion to the size, scale and nature of the business). This risk assessment must be updated in
light of changing and emerging risks, vulnerabilities and learnings.

2.3.2 The risk assessment must be kept up to date and in particular should take into account the
development of new products and business practices with a view to identifying and assessing potential
safer gambling risks that may arise through their implementation so as to adequately mitigate these.

2.3.3 Licence holders should take into account risk factors such as age and, where available,
relevant employment indicators when assessing potential vulnerability to gambling-related harm. This
provision does not require Licence Holders to proactively collect employment information from their
entire customer base. However, where such information is available, it should be factored into their
broader risk-based assessments of customers.

3 SAFER GAMBLING AWARENESS AND PROVISION OF INFORMATION

3.1 Training

3.1.1 Licence holders must take steps to develop adequate and proportionate automated and
manual systems of risk assessing customers for safer gambling purposes. They must also regularly train
all relevant staff to assess customer behaviour and interactions for any warning signs of problematic
gambling and how to respond when any safer gambling issues arise, including to whom they should
be reported and what immediate action should be taken. This will include customer service staff who
engage directly with customers and fraud and risk staff who should be trained to detect problematic

play.

3.1.2 Training programmes can be developed internally or licence holders may choose to contract
with established providers of such services, such as the University of Gibraltar, in order to train their
staff.

3.13 While staff cannot be expected to play the role of counsellors or trained therapists to
customers exhibiting problem gambling tendencies, licence holders should consider the feasibility of
providing staff dealing directly with customers training in respect of suicide awareness and prevention
so that they may be better equipped and feel more secure in their roles when dealing with customers
expressing suicidal remarks.

3.14 Licence holders must have clear escalation procedures in place to allow staff to escalate
concerns about a customer to a senior manager.

3.2 Information and Awareness

3.2.1 Licence holders must design, develop and implement a well-constructed system for
communicating safer gambling principles and protections to customers and potential customers. The
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provision of safer gambling information should be a progressive multi-layered system that may be
characterised as follows:

3.2.2 General awareness of safer gambling information: general information about safer gambling
must be readily available to all visitors and customers accessing the operator’s remote gambling
website(s).

3.2.3 Targeted safer gambling information: more detailed written information and advice on safer
gambling must be provided to customers (e.g. via email) whenever they set a gambling limit or
otherwise use any of the operator’s gambling management tools. Where such information has been
provided within the past 7 days, it need not be sent again.

3.2.4 Providing safer gambling information: Where a customer seeks exclusion of six months or
more they must be provided with substantive advice about the operation of the self-exclusion policy
together with information on safer gambling principles, including the contact details of at least one
organisation that advises, assists with and/or treats problem gambling. Other than in exceptional
circumstances (which should be recorded), the customer should not be able to opt out of receiving
this information.

3.2.5 Providing controlled return advice: where a self-excluded customer wishes to re-
open/register an account, or in another form requests to return to gambling with the operator, the
customer must be sent specific information catering for excluded customers returning to gambling.
The customer should not be able to opt out of receiving this information. The information should
include the following:

(i) information and advice on problem gambling;

(i) advice on returning to gambling and using gambling management tools;

(iii) encouragement to gamble responsibly and to avoid excessive gambling;

(iv) encouragement to avoid gambling if he/she is unsure about his/her return;

(v) contact details of an organisation dedicated to treating and/or assisting problem
gamblers, before returning to gambling.

(vi) a record of the despatch/email/communication of safer gambling information.

3.2.6 Self-excluded ‘telephone only’ customers should be offered the same information as online
customers who re-open/register an account. Where this is not practicable then the information must
be communicated orally and a record of the communication retained by the operator.

3.2.7 Notwithstanding the varied structure of licence holders’ online products, the home page of a
licence holder’s website(s) and downloaded gambling software (apps) should have a direct link to a
safer gambling website/webpage operated and maintained by or on behalf of the licence holder that:

i Provides a statement of the licence holder’s commitment to safer gambling;

ii. Provides details of the licence holder’s safer gambling policy;

iii. Advises on safer gambling practices and encourages customers to gamble responsibly;
iv. Advises on and provides a credible safer gambling self-assessment tool or process;

V. Provides a link to, and contact details (e.g. email and helpline number) of, at least one
organisation dedicated to treating and/or assisting problem gamblers, should anyone be
concerned about their own or someone else’s gambling;

vi. Informs customers about and provides access to the licence holder’'s gambling
management and/or customer protection facilities, such as:
(a) deposit limit and other financial management facilities;
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(b) time management facilities;

(c) time-out periods;

(d) exclusion facilities;

(e) Provides a link to a ‘Fair Gambling’ website/webpage operated and

maintained by or on behalf of the licence holder that provides information
about testing and quality assurance arrangements in place to assure fairness
and randomness in their gaming products, including information about
testing/certification by an ‘Approved Testing Facility’ where applicable and
where this can be accessed. The ‘Fair Gambling’ website/webpage should also
address common misconceptions regarding the fairness of gambling.

3.2.8 Safer gambling information must be readily accessible from the home page and the customer
registration pages and where gambling pages are accessed.

3.2.9 Any ‘Safer Gambling’ (or similarly named) link or logo or other indication of safer gambling
advice, must give direct access to that advice.

3.2.10 Unless deemed inappropriate, direct written communication (e.g. post, email, etc) with the
customer should carry a statement that encourages and/or reminds the customer to gamble
responsibly.

3.2.11 The gambling account management interface, particularly the deposit and withdrawal
sections, should contain a direct link to the following:

(i) deposit limit and other gambling management facilities;

(ii) a conspicuous direct link to the licence holder’s safer gambling webpage/website.

3.2.12 All links to the licence holder’s safer gambling webpage/site and links to safer gambling
organisations dedicated to assisting problem gamblers must be regularly tested by the licence holder.
Where the service is no longer available or is not available for a significant period of time, the licence
holder should, without delay, identify an alternative support service.

3.2.13 A licence holder should not display commercial advertising or promotional material on their
safer gambling website and/or webpages.

3.2.14 Messages of a licence holder’s support for the provision of treatment for those that are
experiencing problems with their gambling, research or education initiatives must be accurate and up
to date. Licence holders should support and participate in research and information-sharing initiatives
designed to improve understanding of gambling-related harm and the effectiveness of safer gambling
controls and interventions.

3.2.15 Safer gambling information including warnings on underage gambling should also be

accessible from any ‘free play’ facilities offered by licence holders and should replicate the real money
version.

3.3 Marketing

3.3.1 Licence holders must comply with the relevant requirements of the Act and must observe the
law and/or guidelines on advertising in place in those jurisdictions where their facilities may be
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accessed. For the purposes of this document, advertising, marketing materials and communications
shall not target high-risk, underage or self-excluded persons, and shall not knowingly be
communicated or sent to high-risk players. In particular, advertisements, promotional content and
content marketing must not:

(i) Be based on themes, or use language, intended to appeal primarily to minors;

(ii) Contain cartoon figures, symbols, role models, and/or celebrities and ‘influencers’
whose primary appeal is to minors. This includes gambling on Esports;

(iii) Use individuals who are, or appear to be, minors to promote gaming;

(iv) Appear in media and venues, including on websites, and in digital or online media,
directed primarily to minors, or where most of the audience is reasonably expected to
be minors;

(v) Suggest that gambling is a way to get rich quickly and effortlessly or is a means of
solving financial difficulties, can boost self-esteem or is a way to achieve their ambitions;

(vi) Encourage customers to gamble beyond their means or to chase their losses or re-
invest their winnings;

(vii) Promote playing any form of gambling as a way of life or an alternative to
employment;

(viii)  Imply that chances of winning increase the longer one plays, the more one spends or
suggest that skill can influence the outcome;

(ix) Be designed so as to make false promises or present winning as the
probable outcome;

(x) Associate gambling with seduction, sexual success or enhanced attractiveness;

(xi) Be distributed to self-excluded persons or to those persons that have requested to be

unsubscribed from all promotional material.

3.3.2 Advertisements, promotional content and content marketing must:

(i) Contain factually correct information and must not be false or misleading, particularly
with regard to customer winnings;

(ii) Include a safer gambling message and be within the spirit of safer gambling;

(iii) Carry an age restriction warning where practical;

(iv) Have an unsubscribe, or opt out, facility;

(v) Include the terms and conditions, particularly any wagering requirements of the
promotion or a link to the full terms and conditions of the promotion no more than ‘one click’
away.

3.3.3 Licence holders should ensure that any affiliate and/or third party performing advertisements
or undertaking other forms of marketing on their behalf is aware of and is willing to take appropriate
steps to abide by the relevant gambling laws and regulations.

3.3.4 If the licence holder becomes aware of an affiliate and/or third party behaving in a manner
that contravenes any relevant guidance or law, the licence holder should take reasonable steps to
ensure that the affiliate ceases that behaviour or that the affiliate and/or third party contract is
terminated, depending on the severity of any contravention.

3.3.5 Licence holders should take reasonable steps to ensure that gambling-related advertising on
social media platforms is directed towards users who have actively engaged with or chosen to follow

9
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the licence holder’s content. Such steps may include the use of platform controls such as age checks,
audience targeting tools, and content restriction settings designed to minimise exposure to underage
users.

3.3.6 In-app marketing should not appear alongside or in proximity to content that may appeal to
children, nor should they feature game styles, visuals, or mechanics primarily associated with
under-18s.

3.4 Local languages

3.4.1 Safer gambling facilities and customer information should be offered in the language(s) the
licence holder provides its remote gambling website(s) and services in. Where a licence holder
provides services in multiple jurisdictions, the safer gambling web/mobile page(s) should also include
links to locally-relevant safer gambling support organisations corresponding to the customer’s country
of play. For the purposes of this provision, a licence holder may be considered to be offering services
in a particular language where that language is used in customer-facing materials, including website
content, customer communications or support services.

4 PREVENTION OF UNDERAGE GAMBLING
4.1 Age & Identity Verification

4.1.1 Alllicence holders must have policies and procedures in place to prevent underage gambling.
A key aspect of this is having systems in place to verify the customer’s age within a reasonable time
frame after they are able to deposit funds to their account, or to use any free bet/bonus to gamble
with the licence holder.

4.1.2 Age and customer verification must be conducted in accordance with a formally documented
process.

4.1.3 The registration process must include a positive age affirmation by the applicant as well as
providing date of birth, e.g. over 18 check box. It must be clear to all customers and potential
customers that underage gambling is an offence.

4.1.4 A licence holder must advise customers at an early stage in the registration process that
identity documents may be required to verify the member’s age and identity and release winnings.
Where possible, licence holders should endeavour to verify a customer’s age at the earliest
opportunity and ideally before the customer has deposited funds into their account (where it is
practicable to do so in any given jurisdiction).

4.1.5 The majority of on-line payment methods are directed at and accessible by over 18s so offer
limited risk of underage gambling. Licence holders should concentrate resources and attention on
those payment methods that are accessible to persons under the age of 18. Pre-pay cards fall into this
category, except where the operator is satisfied that adequate age verification checks have already
been made by the card issuer. For the purposes of this document payment methods accessible by
persons under 18 will be referred to as ‘higher risk payment types’.

10
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4.1.6 Age and Identity Verification should be prioritised for any customer that has not been age and
identity verified and seeks to deposit with a higher risk payment type, and/or provides a date of birth
between 18 and 21 years old. Industry and regulatory experience indicates that those who are
underage who seek to register usually give an age which is close to their real age.

4.1.7 Alicence holder’s age verification system must include an element of objective validation via
a verification service, such as that provided by specialist identity verification companies or through
direct reference to reliable documentation, for example a passport, national identity card, driving
licence or birth certificate. Staff should be appropriately trained in age verification procedures.

4.1.8 Licence holders should work with reputable verification service providers to improve coverage
and quality of verification services available.

4.1.9 Age verification processes should be commensurate with the age confirmation facilities
available in relevant jurisdictions. Where it is not possible to complete them before a deposit is made,
they should be completed within 24 hours (i.e. the age verification period), or within the period of
time usually sufficient to carry out age verification for customers from a particular jurisdiction. This
period of time should not exceed 72 hours. Unsuccessful age verification should lead to the account
being supervised and then reviewed, restricted or suspended until procedures establish the age of the
customer as over 18. While the Commissioner understands that verification may be more difficult in
certain jurisdictions, licence holders must ensure that age verification takes place within a reasonable
timeframe and should seek to shorten this period wherever possible. Licence holders should therefore
endeavour to complete age verification prior to permitting gambling activity wherever practicable and
implement risk-based controls during the verification period where gambling is permitted to take
place.

4.1.10 During the age verification period:

(i) Customers may be able to deposit funds and gamble, however, they will not be able to withdraw
any deposits or winnings until they are confirmed as over 18. Licence holders should consider
implementing deposit limits on customer accounts during this period.

(ii) Any deposited funds must be available for prompt return if it becomes apparent that the
customer is/was underage and bets are voided. Licence holders should make efforts to contact
the underage customer’s parents or legal guardians to ensure a controlled return of the deposits.

4.1.11 Subject to the Gambling Commissioner’s advice and no evidence of fraud, licence holders
should return deposits to the underage customer even where the lost deposits have been distributed
to other customers. Reimbursement is not expected to leave the underage customer any better than
‘neutral’ in terms of their gambling activity.

4.1.12 Where a licence holder is satisfied that an underage customer has breached the age
verification process and gambled, the licence holder must suspend the relevant account(s) and report
material or systemic cases to the Gambling Commissioner. Consideration should be given to providing
underage gamblers with the contact details of a gambling support organisation.

4.1.13 A record must be kept of all accounts and gambling transactions affected by the participation
of persons under the minimum permitted age. A description of the event/circumstance(s) that

resulted in the account and associated gambling being permitted should also be recorded.

4.1.14 Licence holders must have a clear documented policy which is applicable in the event that an
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underage individual is identified.

4.1.15 Game design and/or game features shall not be of a nature that is primarily appealing to or
associated with under 18’s.

4.1.16 Where a licence holder uses the balance of personal, technical, financial or other data,
including third party data and data provided by the customer, to establish age verification (e.g. in
states where electronic verification is not accessible), a record of that methodology and its outcomes
should be maintained.

5 CUSTOMER MONITORING & ENGAGEMENT
5.1 Markers of harm & Alerts

5.1.1 Licence holders must have systems in place that alert them to customer behaviour that may
indicate the customer is engaging in problem gambling. These ‘markers of harm’ can include the
speed, time and duration of play. Licence holders should implement systems and controls that trigger
an alert which points them to accelerated or frequent deposits within a certain time period. Licence
holders must have clear processes and procedures which detail the relevant parameters in their
documentation.

5.1.2 Licence holders shall use the customer data they hold and harness regulatory technology
and/or develop their own data analysis systems to flag up harmful play in reports for consideration by
the Head of Safer Gambling. A non-exhaustive list of potential markers of harm is provided below:

(i) Levels of stakes (spend that goes beyond an established norm for that customer). Including
material spikes in deposits;

(i) Speed of play (frequency of play, time spent gambling, session periods, unusual erratic high
speed wagering);

(iii) Deposits, frequency of deposits, in-session deposits, use of multiple payment methods;
(iv) Withdrawals (changes in withdrawal amounts and reverse of withdrawals);

(v) Customer initiated contact (increased complaints, bonus requests, aggressive comments in
live chat, frequent interactions etc);

(vi) Time of play. Focus needs to be on night time and early hours play;

(vii) Changes in product use. For example a sports bettor who starts to use casino product and
slots with increasing deposits and losses;

(viii) Frequent use of player management tools (deposit limits, time outs, self-exclusion
etc). Although, in isolation (absent any other markers), this could be seen as responsible

gambling and care should be taken not to stigmatise this behaviour;

(ix) Failed deposits or progressively frequent reduced deposits;
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(x) Those returning to play after the account has been dormant for a period or where the person
has been previously self-excluded.

Licence holders may also take into account documentation on markers of harm produced by bodies
such as the European Gaming & Betting Association.

5.1.3 The Commissioner considers that these markers of harm are indicative factors and do not
necessarily provide conclusive evidence that a customer is experiencing gambling-related harm.
Nevertheless, they can serve as a basis from which to engage with the customer in order to establish
whether they appear to be in control of their gambling or whether some preventative action is
required on behalf of the licence holder.

5.1.4 The use of credit cards can be a risk-factor for harmful gambling as players are able to
potentially spend more than they can afford. Licence holders should take this factor into account when
risk-assessing their customers and implement enhanced monitoring facilities on customers who are
using credit cards to fund their gambling. Credit card deposits should be treated as a higher risk
payment method from a social responsibility perspective with thresholds, triggers and frequency of
monitoring adjusted accordingly.

5.1.5 The Commissioner considers that whilst there are links between AML monitoring and safer
gambling monitoring (a coordinated and nuanced approach is encouraged), the issues are distinct. For
example, because of access to credit, consumers can be gambling with their own funds or borrowed
or diverted funds beyond their means, but not be involved in any illegal activity. Equally there are high
net worth customers who are using their own funds, but excessively, and may also be displaying
markers of harm. Therefore, evidence that a customer is high net worth (and using their own funds)
may be sufficient to rule out money laundering or terrorist financing, but not problematic or harmful
play.

5.1.6 Licence holders must periodically review and evaluate the effectiveness of their customer
monitoring systems, including the appropriateness of markers of harm, thresholds and alerts, and
make adjustments where necessary.

5.2 Customer Monitoring

5.2.1 Licence holders’ customer monitoring systems must be alert to significant changes,
differences or methodologies in a customer’s betting behaviour, which may point to the possibility of
the customer experiencing potential safer gambling issues. These alerts will typically be triggered by
the scale of deposit or loss over specified periods, patterns of spend, the amount of time spent
gambling, the use of gambling management facilities, customer communications and behavioural
indicators such as activity during unsociable hours, bonus chasing and spikes in activity. These must
be analysed from a safer gambling perspective. These requirements mirror to a degree the
requirements for monitoring in respect of AML/CFT/CPF and should therefore be familiar to operators.

5.2.2 Where licence holders allow a customer to hold more than one account across different
brands then they must be able to link them and obtain a complete view of the customer’s activity.

5.2.3 Licence holders must ensure that they use the data at their disposal to analyse customer
behaviour and identify any problematic aspects. Real time monitoring systems, particularly
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monitoring of play late at night and in the early hours should be implemented (or in their absence
deposit restrictions should apply to ensure that customer deposits/losses are restricted during periods
where no monitoring is taking place).

5.2.4 Licence holders should ensure that information relating to the use, removal or attempted
circumvention of gambling management facilities is capable of being considered in respect of
customer monitoring and risk assessment arrangements.

5.2.5 Licence holders should ensure that information relating to session duration, extended gambling
activity, responses to reality check notifications and similar behavioural indicators is capable of being
incorporated into customer monitoring arrangements.

5.3 Customer Engagement and Interaction

5.3.1 While previous guidance on safer gambling focused on the provision of information and
offering customers ‘self-help’ tools, the Commissioner considers that licence holders must play a more
proactive role in helping to prevent problem gambling. This should take place in the form of targeted
customer interactions at defined intervals and/or when concerns arise. Methodologies must be
developed for identifying customers that fall into a higher risk cohort and a risk-based approach should
mean that there is greater focus on those customers (either individually or by cohort) who are
classified as higher risk.

Targeted customer interactions may include automated messaging, personalized communications, or
direct human engagement, applied in a proportionate manner in respect of the risk identified. Licence
holders should also consider whether initial interactions have been effective and whether or not
further interventions may be required where concerns continue to arise. Where concerns persist then
the matter should be escalated appropriately.

5.3.2 Licence holders must implement additional safeguards for customers using mobile channels.
These may include enhanced friction points around deposits, clearer visibility of gambling
management tools, and stronger prompts or nudges during extended mobile sessions.

6 GAMBLING MANAGEMENT FACILITIES
6.0 Gambling Management Facilities

6.0.1 These are facilities made available to customers for the purpose of monitoring, managing or
controlling their gambling activity. Gambling management facilities must include appropriate
financial controls, time-awareness controls and access controls.

6.1 Financial Controls

6.1.1 Irrespective of where the customer is located, they must be provided with the opportunity
and tools to help them monitor, manage and control their gambling behaviour. A licence holder’s
gambling management facilities and the procedures governing their use should be readily accessible
throughout the customer journey, located in a dedicated safer gambling section and clearly
communicated on the licence holder’s website and any associated apps.
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6.1.2 The gambling management procedures should clearly state the arrangements for setting a
gambling management facility and make clear that for a gambling management facility to be
implemented the customer is required to follow the gambling management implementation
procedure. They should also clearly explain the nature and operation of each facility. Further
requirements relating to the operation, accessibility and functionality of gambling management
facilities are located in the RTOS.

6.1.3 Customers must have the ability to set a gambling management facility (financial controls,
time awareness controls, and prevention of reverse withdrawals) as part of the registration process
or at the point at which the customer makes the first deposit.

6.1.4 A licence holder’s procedure for customers to initiate a gambling management facility must
be user friendly and unambiguous. Licence holders must actively promote the use of responsible
gambling tools as part and parcel of responsible play.

6.1.5 The licence holder may set their own gambling management facility limits for customers, in
which case:
(i) Customers should be informed of any such limits.
(ii) The lower of the two limits (either self-imposed or imposed by the licence holder)
should always apply.

6.1.6 Where a customer requests a limit to be reduced (reduced gambling), it must be implemented
as soon as reasonably practicable given the circumstances and timing of the request. The request
process should make the customer aware that any requested reduction in a limit will not be
implemented until notification in writing has been issued to the customer.

6.1.7 Customers must be able to impose the limit of their choice. ‘No limit’ may be an option but
should not be the default limit option/value. Requests for a 'no limit' setting should trigger a
risk-based assessment, a cooling-off period, and a documented safer-gambling interaction.

6.1.8 Once established by a customer, a request to increase a limit (increased gambling) must,
generally, only be implemented after a 24-hour period. There may be circumstances, however, where
a request to increase a limit(s) may be implemented before 24 hours. In these cases:

(i) A trained manager should consider the request and allow the limit to be increased if
he/she considers it appropriate. A trained manager is considered to be someone of
appropriate seniority and appointed by the licence holder to make judgements and take
responsibility for such decisions.

(i) A record of the request including details of the request, the manager(s) involved, the
decision, and the reasons for the decision should be kept. Typically, such cases will involve
established and low risk customers with an evident reason for increasing their limit.

6.1.9 Where any gambling management facility fails and/or a registered customer is able to gamble
beyond an agreed limit established with the licence holder, the licence holder must notify the
Commissioner of the occurrence, providing a description of the event and the cause of the failure
and/or circumvention of the system. For the purposes of this document, the agreed limit in respect of
a self-exclusion is zero.

6.1.10 Gambling Management Facilities must be applied at a customer level across all brands and
labels under the control of the licence holder.
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6.2 Awareness Controls

6.2.1. Licence holders should provide customers with periodic information regarding the duration
of gambling activity, including through reality checks or equivalent functionality. Except for gambling
provided via mobile phones and devices with similar limited display capabilities, a clock displaying the
current time, local to the customer, should be clearly visible at all times. (This may be the PC clock, for
example, found within the taskbar.) If for any reason the customer’s device clock is automatically
obscured by the game client then the operator should add an onscreen clock as part of the service.
Furthermore, licence holders should provide customers with information about their time spent
gambling at periodic intervals. For mobile environments, operators may meet the time-awareness
requirement through session timers, reality checks, or other mobile-appropriate indicators. Further
detail on the technical requirements relating to time-awareness measures and reality check
functionality can be found in the RTOS.

6.3 Access Controls: Time-Outs and Self-Exclusion

6.3.1 Licence holders must have in place systems that enable a customer to request to be prevented
from accessing a licence holder’s gambling facilities. Licence holders should offer customers the
following access control facilities:

(i) Time out: enable the customer to request a ‘time-out’ period, up to 6 months. During
the ‘time out’ period the licence holder should prevent further gambling activities as agreed
with the customer and make reasonable endeavours to prevent marketing to customers
during the time-out period.

(i) Self Exclusion: enable the customer to request Self Exclusion from the licence holders’
facilities for a period of six months or more.

6.3.2 Requests for access control must be recorded and implemented as soon as practicable. Whilst
there should be no undue delay in implementing such requests, access control is open to
misinterpretation and abuse. To minimise the possibility of disputes, such requests must be carefully
administered.

6.3.3 Alicence holder’s description of its access control procedures should be readily accessible and
clearly communicated on or from the licence holder’s safer gambling pages and make clear that it is
an agreed, structured and documented process that takes a reasonable working period to implement.
The Gambling Commissioner does not consider an access control facility to be in place until it has been
confirmed in writing by the licence holder.

6.3.4 The documented process for the access control facilities should clearly state the different
conditions for each facility. It should make clear that for any such facility to be implemented the
customer must follow the clearly documented procedure, and that the licence holder will do likewise.

6.3.5 Licence holders should consider making available to customers time-out and exclusion periods
for specific products e.g. sports book, casino, poker, bingo etc.

6.3.6  Access Control Facilities such as a customer’s request for time-out or self-exclusion must be

implemented promptly and consistently across all brands and labels under the control of the licence
holder.
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6.3.7 The Commissioner encourages licence holders to adopt implementation processes that
minimise any ambiguity about whether a customer has sought access control, when it starts and
finishes, the relevant sites/brands, the relevant conditions, including the required actions of the
customer during the control period. (e.g. no duplicate accounts and self-management by the
customer.)

6.3.8 Where a customer requests access controls the licence holder should ensure that:

(i) There is a review of any previous access control requests and these are taken into
consideration in determining the most appropriate response;
(ii) As soon as reasonably practicable following the licence holder’s processing of the

request, no new bets or deposits are accepted from that customer, until such time as the
control has expired or been removed;

(iii) During the control period, the customer is not prevented from withdrawing any or all
of their cleared account balance;

(iv) Where ‘permanent’ or ‘open ended’ self-exclusion is offered, the licence holder
should ensure that the customer’s account balance is remitted to the customer;

(v) In the event of time-out being taken by the customer the operator should impose a
suspension of that account for the agreed period. Time-out does not impose an obligation on
the operator to ‘lock out’ the customer if he or she requests or decides to return to gambling.
When the time-out expires or is cancelled by the customer, a simpler means of returning to
gambling, proportionate to the nature of the request, can be applied;

(vi) In the event of six months or more exclusion, where the customer is identified as
wishing to resume gambling after the conclusion of the control period, the excluded customer
should be invited to confirm to the licence holder via a documented process (return to
gambling procedure) that they wish to return from the exclusion before their account or the
facility is re-instated. Self-excluded accounts should not be automatically re-instated.

6.3.9 Licence holders may decide to exclude a customer for safer gambling reasons (‘operator
imposed exclusion’), in which case a record should be kept of the assessment and decision made and
any account balance remitted to the customer.

6.3.10 A third party making an application for a customer’s self-exclusion should be properly
identified by the operator. Taking into consideration Data Protection legislation, an appropriate
manager should give due consideration to the appropriate course of action to be taken in response to
such requests.

6.3.11 Licence holders should take all reasonable steps to prevent their own marketing material
being sent to customers who are subject to substantive access control. Where the licence holder has
provided customer personal data to third parties similar steps should be taken to ensure that those
third parties make arrangements to ensure that marketing material is controlled. It is recognised that
up to or over 28 days may be needed to cancel future marketing plans.

6.3.12 Where a self-excluded customer is able to breach the exclusion system and is subsequently
detected, the reimbursement of deposits is at the licence holder’s discretion and should take into
account the history of the customer. Breaches to self-exclusion should not be incentivised by the

automatic reimbursement of deposits or the payment of winnings.

6.4 Other tools
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6.4.1 Licence holders should make use of and/or make readily available other useful tools to assist
those that may be experiencing problems with their gambling such as:

(i) Free Gambling Blocking Software that are compatible with a range of
platforms/devices;
(i) Communication tools - Active engagement with the customer through a range of

communication tools — pop-ups, personalised messaging and direct and human engagement
with the customer.

7 VIP CUSTOMERS

7.1 All Licence Holders must be able to identify and differentiate between higher and lower risk
customers following registration, by both value and velocity of transactions and activities. This means
that monitoring and customer engagement in respect of safer gambling issues should increase
proportionately with the customer’s activity. The longer a customer is registered and the more they
deposit or gamble, the greater the need for additional interaction with the customer to ensure that
safer gambling principles are being met. This is particularly the case in respect of any “VIP” customers
that licence holders may be doing business with. These customers may be characterised by high-spend
activity and licence holders should assure themselves that both from a safer gambling and AML
perspective that the appropriate due diligence and engagement is taking place. VIP or high-value
customers may also include those subject to differing arrangements such as the use of incentives,
rewards and/or dedicated account management.

7.2 Customer monitoring and interaction are expected to proportionately reflect the value and
speed of deposits, the nature of the gambling and the apparent antecedents or developing knowledge
of the customer. These are closely aligned, and can work in conjunction with AML triggers in respect
of high value and VIP customer interventions and may include bespoke public source or more discrete
or directed enquiries into the background of a customer arising from certain thresholds being reached.
Transactional monitoring is an important part of the process (particularly in the case of customers
who increase their rate of spend) and, on the basis of past cases, an area of historical weakness for
some gambling operators.

7.3 Licence holders should recognise that repeated increases to financial limits, the removal of
gambling management facilities or the ignoring of reality check notifications may indicate an elevated
gambling risk and should be considered within their customer monitoring and interaction
arrangements.

7.4 Customers should not automatically be categorised as a VIP customer. Any customer that
meets the criteria to be categorised as a VIP customer must be properly profiled to ensure that they
are not a high risk player. There must be a clear audit trail of the rationale used to categorise a
customer as a VIP.

7.5 Any customers categorised as a VIP must have their status signed off by the Head of Safer
Gambling.
8 PRODUCT DESIGN
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8.1 New products to be offered to customers should be designed with safer gambling in mind
and a risk assessment in respect of new and developing technologies should be conducted when
new products are brought to market.

8.2 Slots. The Gambling Commissioner considers that online slot games present a greater degree
of risk in respect of safer gambling due to the speed at which gambling can take place and has seen
evidence of large losses accrued in a short space of time which does not allow for any effective
intervention to take place.

8.3 The Commissioner therefore expects licence holders to implement risk-based controls in
respect of slot games which limit the velocity of play and also the ability to ‘auto-play’.

8.4 Further and more detailed requirements in relation to product design, auto-play functionality,
gambling management facilities, financial limits, time-awareness measures, reality checks and other
controls are contained within the RTOS.

8.5 Licence holders should ensure that product design does not undermine or discourage the use
of gambling management facilities.

9 ENGAGEMENT WITH SAFER GAMBLING EVIDENCE BASE

9.1 Licence holders should actively engage with the evolving responsible gambling and consumer
protection evidence base and should have regard to relevant, objective and independent research
when developing and reviewing their risk assessments, policies, procedures, staff training and
customer interaction approaches.

9.2 In particular, Licence holders should consider emerging evidence relating to areas including,
but not limited to, indicators and markers of harm, the effectiveness of safer gambling messaging,
customer interaction practices, vulnerable persons, affordability and financial vulnerability, and
signposting to support services.

9.3 Licence holders should, where appropriate and proportionate to the nature and scale of their
activities, support and facilitate independent research initiatives that seek to improve understanding
of gambling-related harms and the effectiveness of consumer protection measures.

9.4 Licence holders should also seek to make effective use of technological tools, data analytics
and monitoring systems, whether developed internally or provided by third parties, where such tools
can assist in the identification of risk, the monitoring of customer behaviour and the prevention of
gambling-related harm.
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10 CONTACTS

Any enquiries and all responses can be addressed to:

The Gambling Commissioner
Gambling Division

Suite 912

Europort

T: 00350 20064145

F: 00350 20064150

Email: gcreports@gibraltar.gov.gi

End
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